
QUICK TIPS 

(--THIS SECTION DOES NOT PRINT--) 
 

This PowerPoint template requires basic PowerPoint 
(version 2007 or newer) skills. Below is a list of commonly 
asked questions specific to this template.  
If you are using an older version of PowerPoint, some 
template features may not work properly. 
 

Template FAQs 
 

Verifying the quality of your graphics 

Go to the VIEW menu and click on ZOOM to set your 
preferred magnification. This template is at 100% the size 
of the final poster. All text and graphics will be printed at 
100% their size. To see what your poster will look like 
when printed, set the zoom to 100% and evaluate the 
quality of all your graphics before you submit your poster 
for printing. 
 
 

Modifying the layout 

This template has four different  

column layouts.   Right-click your  

mouse on the background and  

click on LAYOUT to see the 

 layout options.  The columns in  

the provided layouts are fixed and cannot be moved but 
advanced users can modify any layout by going to VIEW 
and then SLIDE MASTER. 
 
 

Importing text and graphics from external sources 

TEXT: Paste or type your text into a pre-existing 
placeholder or drag in a new placeholder from the left 
side of the template. Move it anywhere as needed. 
 

PHOTOS: Drag in a picture placeholder, size it first, click 
in it and insert a photo from the menu. 
 

TABLES: You can copy and paste a table from an external 
document onto this poster template. To adjust the way 
the text fits within the cells of a table that has been 
pasted, right-click on the table, click FORMAT SHAPE  
then click on TEXT BOX and change the INTERNAL MARGIN 
values to 0.25. 
 
 

Modifying the color scheme 

To change the color scheme of this template go to the 
DESIGN menu and click on COLORS. You can choose from 
the provided color combinations or create your own. 
 
 
 
 

 
 

 

QUICK DESIGN GUIDE 

(--THIS SECTION DOES NOT PRINT--) 
 

This PowerPoint 2007 template produces a 30x40 inch 
professional  poster. You can use it to create your 
research poster and save valuable time placing titles, 
subtitles, text, and graphics.  
 

We provide a series of online tutorials that will guide 
you through the poster design process and answer your 
poster production questions.  
 

To view our template tutorials, go online to 
PosterPresentations.com and click on HELP DESK. 
 

When you are ready to  print your poster, go online to 
PosterPresentations.com. 
 

Need Assistance? Call us at 1.866.649.3004 
 

Object Placeholders 
 

Using the placeholders 

To add text, click inside a placeholder on the poster and 
type or paste your text.  To move a placeholder, click it 
once (to select it).  Place your cursor on its frame, and 
your cursor will change to this symbol     .  Click once and 
drag it to a new location where you can resize it.  
 

Section Header placeholder 

Click and drag this preformatted section header 
placeholder to the poster area to add another section 
header. Use section headers to separate topics or 
concepts within your presentation.  
 
 
 

Text placeholder 

Click and drag this preformatted text placeholder to the 
poster to add a new body of text. 
 
 
 

Picture placeholder 

Click and drag this graphic placeholder onto your poster, 
size it first, and then click on it to add a picture to the 
poster. 
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From	
  light	
  bulbs	
  to	
  cars	
  and	
  refrigerators	
  to	
  children’s	
  toys,	
  consumer	
  
devices	
  are	
  increasingly	
  connected	
  to	
  home	
  networks	
  and	
  the	
  Internet.	
  This	
  
trend,	
  oLen	
  called	
  the	
  “Internet	
  of	
  Things”,	
  enables	
  many	
  desirable	
  features	
  
for	
  the	
  end	
  user.	
  Connected	
  sensors	
  and	
  remote	
  control	
  let	
  you	
  save	
  on	
  
hea/ng	
  bills	
  while	
  always	
  coming	
  home	
  to	
  a	
  warm	
  house,	
  even	
  when	
  you	
  
break	
  your	
  rou/ne;	
  turn	
  off	
  that	
  burner	
  you	
  leL	
  on	
  from	
  the	
  office;	
  unlock	
  
the	
  door	
  for	
  your	
  pet	
  siSer	
  from	
  state.	
  However,	
  poor	
  device	
  security	
  and	
  
unan/cipated	
  interac/ons	
  also	
  bring	
  new	
  opportuni/es	
  for	
  malicious	
  actors.	
  
	
  

	
  

“Alexa,	
  turn	
  on	
  the	
  furnace”	
  
“I’m	
  sorry,	
  Dave,	
  that	
  will	
  be	
  10	
  bitcoins”	
  

OK,	
  but	
  does	
  that	
  help?	
  

EvaluaGon	
  

RecommendaGons	
  
l  Six	
  sources	
  of	
  “Best	
  Prac/ces”	
  
l  131	
  total	
  prac/ces	
  
l  56	
  unique	
  recommenda/ons	
  

Indiana	
  University	
  Bloomington	
  
	
  

Andrew	
  Dingman,	
  Gianpaolo	
  Russo,	
  Tyler	
  Uffelman	
  &	
  George	
  Osterholt	
  

What	
  makes	
  secure	
  “things”?	
  
Guidelines	
  exist	
  for	
  designing	
  less	
  
vulnerable	
  “things”.	
  Sources	
  include	
  
both	
  industry	
  groups	
  such	
  as	
  
OWASP	
  and	
  the	
  Online	
  Trust	
  
Alliance	
  and	
  government	
  agencies	
  
such	
  as	
  the	
  Na/onal	
  Highway	
  Traffic	
  
Safety	
  Administra/on,	
  Federal	
  Trade	
  
Comission,	
  and	
  even	
  the	
  FBI.	
  

IoT	
  Events	
  
l  3	
  high	
  profile	
  IoT	
  security	
  events	
  
l  Millions	
  of	
  devices	
  	
  
l  Variety	
  of	
  devices	
  -­‐	
  cars	
  to	
  cameras	
  

Mirai	
  Botnet	
  
l  DDoS	
  botnet	
  of	
  vulnerable	
  IoT	
  devices,	
  
mostly	
  ameras	
  

l  Best	
  known	
  for	
  ~620	
  Gbps	
  aSack	
  against	
  
KrebsOnSecurity	
  

l  Variants	
  s/ll	
  in	
  use	
  
Miller	
  &	
  Valasek	
  car	
  hack	
  
l  Complete	
  remote	
  vehicle	
  control	
  over	
  the	
  
Internet	
  

l  Resulted	
  in	
  1.4	
  million	
  vehicle	
  recall	
  
Akamai	
  SSHowDown	
  
l  Local	
  privilege	
  on	
  remote	
  devices	
  
l  Common	
  vulnerability	
  across	
  mul/ple	
  
devices	
  

l  Uses	
  “secure”	
  protocol	
  

Guidance	
  from	
  six	
  sources	
  was	
  simplified	
  to	
  56	
  unique	
  recommenda/ons.	
  
Each	
  of	
  these	
  56	
  recommended	
  prac/ces	
  was	
  then	
  evaluated	
  in	
  light	
  of	
  
three	
  recent	
  large-­‐scale	
  events	
  involving	
  security	
  of	
  connected	
  devices.	
  
	
  
l  Helpful:	
  	
  Had	
  it	
  been	
  followed,	
  this	
  prac/ce	
  would	
  have	
  either	
  

-  Prevented	
  the	
  event	
  
-  Reduced	
  the	
  impact	
  of	
  the	
  event,	
  or	
  
-  Eased	
  recovery	
  from	
  the	
  event	
  

l  Unhelpful:	
  Either	
  the	
  prac/ce	
  
-  	
  Was	
  in	
  fact	
  followed,	
  or	
  
-  Would	
  not	
  have	
  mi/gated	
  event	
  impact	
  

	
  	
  

Over	
  half	
  of	
  recommenda/ons	
  (30	
  out	
  of	
  56)	
  would	
  not	
  have	
  helped	
  in	
  any	
  
examined	
  event	
  had	
  they	
  been	
  followed	
  	
  

	
  
l  Many	
  good	
  ideas	
  were	
  unhelpful.	
  	
  
	
  

l  Exemplar:	
  Transport	
  encrypGon	
  is	
  a	
  Good	
  Idea	
  
Prac/ce	
  documents	
  consistently	
  recommended	
  TLS	
  or	
  other	
  transport-­‐
layer	
  encryp/on.	
  This	
  prac/ce	
  would	
  protect	
  against	
  data	
  leaks	
  and	
  theL	
  
of	
  creden/als,	
  

l  Mirai:	
  ASacker	
  already	
  knew	
  default	
  creden/als.	
  No	
  theL	
  was	
  
necessary	
  

l  SSHowDown:	
  No	
  need	
  to	
  steal	
  creden/als.	
  Used	
  defaults	
  and/or	
  
lack	
  of	
  authen/ca/on.	
  In	
  fact,	
  transport	
  encryp/on	
  was	
  used!	
  

l  Vehicle	
  Hack:	
  Establishing	
  a	
  control	
  channel	
  required	
  no	
  leaked	
  data	
  
or	
  authen/ca/on	
  

	
  
l  Low-­‐hanging	
  fruit	
  
	
  Un/l	
  trivial	
  problems	
  are	
  addressed,	
  aSackers	
  won’t	
  use	
  more	
  
sophis/cated	
  aSacks.	
  
	
  
l  Economic	
  IncenGves	
  
Security	
  by	
  design	
  requires	
  skilled	
  personnel	
  and	
  training.	
  Insecurity	
  cost	
  is	
  
an	
  externality	
  for	
  many	
  cheap	
  devices.	
  

ObservaGons	
  

Large-­‐scale,	
  live	
  exploits	
  provide	
  beWer	
  insight	
  than	
  counGng	
  exploits	
  

Good	
  Advice	
  that	
  Just	
  Doesn’t	
  Help	
  
	
  


