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Abstract 

Risky user behavior is a threat to system security. Current approaches to understanding 
and addressing this threat do not offer a definitive solution that can guarantee a 
congruous relationship between emerging technologies and evolving user attitudes and 
experiences.  As the correlation between a users’ system activity and the users’ offline 
security increases, new ways of improving user understanding of the relationship 
between user actions and system security need to be considered and evaluated.  In this 
paper I present this human-computer interaction problem as a communication problem 
and more specifically, a problem of poor risk communication.  I also suggest that risk 
communication, through interactive visual narrative, may alleviate the problem.  First, I 
review current approaches to risk communication.  Then, I discuss possible causes and 
consequences of miscommunication of risk.  I continue the discussion with an 
examination of effective risk communication.  Next, I consider the potential effectiveness 
of visual narrative as an effective risk communication tool. Supporting this concept, I 
describe a conceptual user test of a risk-communicating visual narrative where I found 
that providing risk related information in this format significantly changed user behavior 
from risk-ignoring to risk-avoiding.  This suggests that, as a better risk communication 
method, interactive visual narratives can change user behavior and, consequently, help 
maintain system security. 

Introduction 

Every good relationship relies on effective communication.  The relationship between a 
computer and it's owner is no different.  System visibility [1], which strengthens system 
security, is a result of good storytelling.  A computer has information that must be 
shared with a user, In order to maintain the security of the system and protect the user’s 
personal information.   This information can be considered a story, which describes 
system behavior, strengths and weaknesses.  If the story is difficult to understand or 
identify with, the effects of user actions on the system will not make sense to the user. 

For example if a user does not realize that by default the system grants certain 
privileges to everyone, friend or foe, visiting the machine, the user may have an 
unrealistic expectation of safety while using the machine.   So, while the user may feel 
safe sharing identifying or financial information with the system, the system, with default 
settings,  is not a trustworthy confidant.   Ignorance of this generous "door policy" leaves 



the owner vulnerable.  Even worse, based on personal frustrations and barriers in 
accessing certain system resources, the impression the owner may have, until 
something goes wrong, is that the system's admission policy is more in line with that of 
a V.I.P room.  This conceptual model of system behavior influences decisions made by 
the user while on the system.  A more usable approach to educating people about 
security issues will help users become informed about the risks associated with system 
behavior and user actions.   

Current approach to risk communication 

Existing recommendations about computing risk communication offer a variety of 
approaches to educating end-users and changing end-user behavior.  Some are more 
user-centered than others.  One approach suggests creating a “security culture” at work 
through administrative policies enforced by a straightforward reward and punishment 
system.[2].  This is approach is not because it doesn’t really address why security 
information, on it’s own,  is ineffective.  This approach basically relies on peer pressure 
and fear of embarrassment by the non-compliant. 

Another approach rests on the notion that maintaining secure behavior requires effort 
on the part of the user with no immediate reward, so information about risk must be 
persuasive by: creating a risk that is immediate, like punishment for risky behavior. [3]. 
Again, this is a usability challenged approach.  Fear of punishment is not necessarily 
going to be effective.  However, a  more interesting suggestion from this persuasive 
approach involves social marketing techniques, such as self-image related advertising. 

An extremely human-centered approach requires designers and developers to 
completely abstract security related information and allow the user to focus solely on 
desired task.  The user interface should make any user action implicitly secure. [4] 
Although, on the surface, this appears to be the most user-centered approach, it 
actually robs users of any amount of autonomy.   If properly implemented, granularity 
and flexibility of system control and information will be friendlier to a larger number of 
users. 

An opposite approach asserts that making user-action-system-consequence information 
visible to users will empower users to make better decisions about behaviors that affect 
system security. [5] This may be effective for more knowledgeable users, but too much 
information can be confusing and discouraging to less experienced computer users. 

The most promising solutions lie in a mental model approach to risk communication. 
Because the mental model of developers is very different from that of the average “non-
expert” user, risk communication provided by developers fails.  The mental models 
approach requires the communication to match the expectations of the user, which 
creates a more usable and secure user experience. [6]  



Despite the insights into communicating risk provided by these approaches, a huge gap 
remains between risk communication and behavioral change.  This is the result of 
information miscommunication .[7] This miscommunication can result in a lack of 
understanding about risk or not being convinced to care enough about the risk to 
change. Ultimately, in order to better communicate security risks to end-users, it is 
necessary to understand why, despite measures for increased risk communication, 
users just don’t understand or just don’t care. 

The miscommunication: 

For this paper, I define miscommunication as the inability to make information 
understood and also the inability for information, which is understood, to motivate 
behavioral change.  Many human focused concerns contribute to this communication 
failure.   

Sometimes the type or amount of information is cognitively taxing: Remembering 
security information is the problem [8].  If the user can’t remember, they can’t use the 
information or pass it on to others.  Finding ways to make information stick is crucial. 

In some cases conflicts between user goals and security measures are not identified or 
addressed. [9]  

Also, many people don’t feel as if they will be affected, even if the feel the risk is real for 
someone else [10].  They are informed but aren’t convinced to change their behavior. 

Another problem is that often users go through the motions without ever being aware of 
the consequences of their actions.  Knowing the implications of every action is too 
difficult and since the system responds as they expect, despite risky behavior, they can’t 
distinguish between secure and “unsecure” behavior. [7] 

And finally, the user mental model and actual system behavior frequently do not match.  
This leads the user to draw analogies between the operating system and non-
information sensitive systems, which exposes the user to security risks. [11] 

When risk communication works 

Outside of the IT domain, different forms of risk communication effectively influence 
human understanding of reality and elicit behavioral change.  I divide these forms into 
two types, informal communication and formal communication.  Informal is social in 
nature and is not necessarily an explicit effort to train someone about a concept.  
Formal communications is more organizational, with a directed or planned 
dissemination of information.  Within both types of communication,  it seems that people 
like to listen to stories.   One form of informal communication is word of mouth (WOM).  
WOM is especially powerful in peer to peer risk communication.  This is evident in the 



persistence of cautionary and moral tales and, most importantly, their ability to change 
and guide behavior.[12]  Another informal form is the cyber urban legend.  This is a 
narrative, which spreads online and is used to effectively warn about dangers, both real 
and imaginary; these stories also inform people about expected online behavior.[13, 14]  
A type of formal communication, public health information distributed by agencies, has 
shown that delivery of the content is just as important as the content itself.  People are 
more receptive to behavioral advice perceived as a conversation rather than a 
command.[15]  Even in the most formal communication environment,  such as 
corporations with formal organizational security training, narratives effectively instill 
widespread understanding of acceptable social behavior and social risks associated 
with unacceptable behavior. [16]  And finally, formal attempt to use employee mental 
models to make workplace safety information relevant through context, has proved 
successful.[17]  

Potential of visual narrative as an effective risk communication tool. 

Again, the mental models approach is interesting in that it creates a useful reference for 
the user each time system interaction takes place.  However, trying to anticipate and 
accommodate the mental models of all users, given human variability and operating 
system evolution, becomes untenable.  At the same time, meeting user goals and 
expectations is essential to system security.  A compromise is to try to communicate 
system behavior and consequences of interaction with the system in a manner which is 
familiar and natural to people, in narrative form.  Additionally, It’s not just about making 
a risk known and understood, it is also about making the risk important enough to the 
user that it provokes behavioral change. 

One solution is to create a system that tells a better story to the user.  So, what type of 
story is best and what is the best way to tell it?  In terms of system security, it is not 
sufficient to describe system behavior. The consequences of user actions must be 
clearly defined and easily understood.  Accordingly, the story needs to resemble a 
cautionary tale and it needs to have an impact on the way the user behaves.  In other 
words, the system must become a better risk communicator.  

In order to be considered successful, the communication of a risk must affect some 
behavioral change that reduces risk.  So, the problem is figuring out a way to 
communicate risk to people that will have a lasting impact on their behavior.  This 
involves  determining the type of communication method that makes information sticky 
and creates a sense of immediacy or relevance.   

One answer is that: “The type of risk where realistic perception can be expected appear 
to be the risks with which people have some experience, direct or indirect” [18] 



The greater the personal relevance, the more likely a person is to respond to a risk and 
narrative provides this relevance.  Onscreen visual narratives would be particularly 
powerful because visual images are particularly effective in communicating risk: 

If I consider visual narrative communication, rather than a purely text based instructional 
communication, I see that: 

1. People create mental models from narratives:[19] 
2. People perceive risk as real when relevant to them: Narrative is contextual and 

context provides relevance to the user.[20] 
3. Narrative provides experiential risk perception, which is most natural to people 

[21]. 
4. Narrative improves learners ablity to apply new knowledge critically [22] 
5. People prefer a combination of graphical and textual risk related information.[23]. 

Also, risk communication, through visual narrative, would expose people to risks in a 
realistic way without exposing them the dangers associated with the risks.  Narrative 
delivery of information also accommodates the instructional needs of a broad user 
group and should therefore effectively change user behavior.   

Most importantly, mental models are essentially inner-narratives, or stories, that a 
person constructs to understand how things work in the world.  Narrative 
communication will be effective in influencing mental models, and consequently 
behavior,  because like speaks to like. The human mind is already full of these mental 
models and predisposed to understanding new concepts through narrative [24].  

Even if we assume that narratives can change mental models, documenting any 
associated behavioral change of a user is problematic without constant monitoring of  
that user’s behavior. However, in order to know if visual narrative works as an effective 
risk communicator I have to observe a change in behavior after exposure to the 
narrative. 

Conceptual Narrative Test: 

To test the narrative-as-medium concept, I conducted an initial conceptual user test with 
a Flash-based risk communicating visual narrative.  With this test I wanted to prove that  
providing risk related information in this format could significantly change user behavior. 

Method: 

  I implemented the visual narrative as a stand alone Flash SWF file, with content from 
the Sims 2 machinima engine.  I tested 6 students, 3 female and 3 male, between the 
ages of 18 and 23.  I gave all participants a pre-test questionnaire.  All scored at the 
novice level of knowledge of computer systems; level was determined by the perceived 



level of knowledge indicated by the  participant and the number of “yes” answers on the 
pretest questionnaire (see appendix). 

1. For the first task, I allowed each participant  sign in by choosing  the “full access” 
or “restricted access” sign-in option. Due to potential usability issues with the 
labels “administrator” and “guest’, I used labels that described the concept I 
wanted to explain through the narrative. (see appendix)   

2. I then allowed the participant to read through the narrative as slowly as needed. 
3. The last screen of the narrative instructed the participant to sign in again to 

complete some final questions. 
4. In reality, I wanted to see if the narrative changed the participants choice of sign 

in option.   
 
Results and Discussion: 

All 6 participants initially signed in with “full access”.  After exposure to the narrative, all 
6 participants signed in the second time using “restricted access”.  This strongly 
suggests that interaction with the narrative immediately influenced the participants 
behavior.   

Mental Model Test 

In this section I describe a follow up test I will conduct, which will attempt to capture 
user mental model before and after exposure to the visual narrative, in addition to 
detecting behavioral change.  Although my initial test showed a behavioral change, in 
order to know if method changes mental model, I must extract and document mental 
model before and after narrative exposure.  There must be an observable difference in 
the mental model. [25] 

Method: 

For this test, I will have a much larger participant pool.  I will test 50 participants with the 
same Flash narrative from the conceptual  test. 

1. First, I will determine technical knowledge level of each participant, before the 
test, by using the pretest questionnaire from the conceptual test. 

2. In order to capture the participant pre-test mental model I will ask each 
participant,  the following interview style questions [26] 

a. What happens inside your computer when you sign in? 
b. What happens inside your computer when you open a file? 
c. If someone else wanted to use your computer do you mind? Why? 

3. I will hand the participant a pen and ask the participant to draw an “idea” map, 
representing the interview question #1, on a blank sheet of paper [27]  



4. I will allow the participant to sign in by choosing the “full access” or “restricted 
access” sign-in option  

5. I will allow the participant to read through the narrative as slowly as needed. 
6. The last screen of the narrative will instruct the participant to sign in again to 

complete some final questions. 
7. In reality, I want to see if the narrative changes the participants choice of sign in 

access option.   
8. In order to capture the participant post-test mental model I will ask each 

participant,  the following interview style questions [26] 
a. What happens inside your computer when you sign in? 
b. What happens inside your computer when you open a file? 
c. If someone else wanted to use your computer do you mind? Why? 

9. I will then hand the participant a pen ask the participant to draw an “idea” map, 
representing the interview question #1, on a blank sheet of paper [27] 

Mental Model Test Predictions 

I predict that I will again observe a considerable change in user behavior post-narrative.  
I also predict that the answers to the pre-narrative mental model questions will differ 
from the post-narrative answers.  The post-narrative conceptual maps should also look 
significantly different, structurally or substantively,  from the pre-test maps.  This will 
indicate a change in mental model of the user, as well as any behavioral change. 

Conclusion & Discussion 

In conclusion, poor communication of computer risk contributes to user conceptual 
understanding of technology and, ultimately, system insecurity.  If users do not 
understand the way a system works, they will never be able to understand how their 
behavior affects the stability of the system.  Many of the approaches, which are meant  
to improve risk communication, poorly address the human component of the 
communication failure.  Of course, making the information easy to grasp is very 
important.  However, it is just as important to make the information compelling.  If the 
information does not inspire behavioral change, system security does not improve.  So, 
the solution to this problem requires much more than just accurate information about 
risk, it also requires an understanding of the complexity of human nature.  Even though 
there was observable behavioral change in the participants of my test, I have provided 
only half of the story.  Showing a connection between narrative exposure, mental model 
change and behavioral change is the next step.  Once this relationship is established, I 
will be able to provide strong evidence that narrative communication of risk is a highly 
effective, user-centered method of risk communication. 

 



Future Work 
 
If my next test proves to change user mental models and behavior related to 
administrative access, I will then create narratives with content that reflects different 
system concepts, such as installing updates or file sharing.  I also intend to conduct a 
separate labeling test to find out which terms make sense to people in an everyday way.  
I believe that some confusion about system behavior may also stem from poor labeling 
of user interface components.   
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Appendix 

Pretest Questionnaire 

1. How would you characterize your knowledge level of computer systems? 
(mark most accurate answer) 

 
0 -   I’m totally clueless 
 
1 -   I don’t know how things work exactly, but I have a general idea about how  
       my system works. 
 
2 -   I understand how my system works but feel uncomfortable about making changes to  
       my system. 
 
3 -   I understand how my system works and I regularly make changes to system  
       configurations 
 
4-    I understand my system and can diagnose/fix most problems with my system. 
 

 
2. Do you know what a NIC is? 
 
3. Do you know what a registry key is? 
 
4. Do you know what a system bus is? 
 

 

 



Screenshots of Flash narrative 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 


