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Abstract

Currently the common school of thought is that individ-
uals either choose to participate in social networks, at
the expense of their privacy, or choose to abstain from
said social networking sites (SNSs.) We illustrate in this
paper that there are very real costs and risks to not par-
ticipating in social networks. The analysis we provide
here illustrates that not participating in social networks
is likely to have a significant career cost, and thus that
expecting privacy sensitive users to abstain from social
networking may not be reasonable. If users face harm
whether or not they use SNSs, the rational choice is
to join a SNS and gain the utility of SNS membership.
Specifically, we delve into the risks associated with ab-
staining from social networks, enumerate the risks en-
countered when participating in SNSs. We conclude that
a rational actor would elect to participate in social net-
working; and that this choice cannot be accurately de-
scribed without assessment of the considerable negative
externalities.

1 Introduction

One common criticism levied at privacy advocates is that
no one is forced to join a social networking site (SNS).
Within this statement is the implication that users who
do not wish to have their privacy violated should simply
abstain from social networking, and that the only cost to
the user is the inability to access said social network. In
this paper, we will discuss the reasons that this is a flawed
argument. We will discuss that non-participation in so-
cial networking also carries significant risks, while con-
versely, electing to join a SNS confers economic benefits.
We will discuss the fact that data often remains on social
networks upon deletion of individual posts and/or dele-
tion of entire SNS profiles. Thus, a user who is upset by a
privacy policy change can not mitigate harm by deleting
information nor leaving said social network. In addition,

we discuss how those who abstain from social networks
risk reputational harms, such as impostors creating ma-
licious social networking profiles. Finally, we will dis-
cuss the specific economic harms encountered when ab-
staining from social networking. (For example, higher
prices due to lack of information available to price dis-
crimination algorithms). We also discuss the fact that so-
cial networking, like traditional offline networking, can
influence hiring and salary decisions. This paper con-
tinues along three points. Firstly, we discuss the ben-
efits of participating in social networks. Then, we will
discuss the risks associated with abstaining from social
networks. Thirdly, we will discuss the risks of partic-
ipating in social networks. Finally, based on our analy-
sis, we will discuss how the economic disadvantages fac-
ing SNS abstainers, coupled with the fact that abstaining
from SNSs also carries risk has implications for public
policy regarding SNS privacy rights.

2 Benefits of Participation

Networking in the context of this paper refers not to
transit of bits, but rather making social connections for
business purposes. Networking is a central concept in
career building. Networking leads to greater opportu-
nities, including higher paying jobs, and high paying
positions within companies. Literature from sociology
backs up this practice, showing that “weak ties” (i.e. old
school mates, former coworkers, friends of friend etc.)
are known to be important for obtaining jobs and/or pro-
motions [19]. Social networking websites (SNSs) afford
many new and useful avenues for networking. SNSs
like LinkedIn and Facebook reduce the time and ef-
fort needed to reconnect with “dormant ties”. Levin et
al [23]. defined dormant ties as persons who had not
been contacted in the past 3–5 years, and found that re-
connecting with dormant ties can aid job searches. Levin
et al. also point out that the ability of social network-
ing to aid this strategy can have a negative effect as well,
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incentivizing workers to make many quick, shallow con-
nections. Note that a common criticism of online SNS
is that they encourage formation of many quick, shal-
low connections (exactly those that Levin indicates are
strategic). Not only can networks can get people jobs,
but also lack of networks can deny opportunities. As
Metcalfe’s Law point out, the strength of a communica-
tions network is equal to the number of its users squared
(n2). DiMaggio and Garip [14] elaborated along sim-
ilar lines, examining how network externalities can in-
crease income inequality. DiMaggio and Garip point
out that if a good, service, and/or practice influences life
chances, and that good, service, and/or practice is char-
acterized by network externalities, then these network
effects can exacerbate economic inequality. Recall that
network externalities occur when one person’s adoption
of the good increases the benefit to other adopters of the
good. That is, the value I receive from a product with
network externalities increases as more people also adopt
said product. Two classic examples cited by DiMaggio
and Garip are telephony adoption and Advanced Place-
ment exams.1 As DiMaggio and Garip point out, the first
private telephone line was purchased by a Palo Alto hard-
ware store owner in 1892, however, the telephone did not
reach 90% penetration in the United States until 1970.
This was because of the expense of telephony, and thus
only business owners wishing to coordinate purchases
used them. Not only was there not enough of a posi-
tive network externality for personal use; but in fact AT&
T had public relations campaigns discourage frivolous
use [16]. Similarly, students in US high schools with
large AP classes benefit from positive network external-
ities such as the ability to study in groups, collaborate
on homework, share expensive equipment such as sci-
entific calculators. Thus, when network externalities are
positive, you adopt. If your school has large AP classes,
you are more likely to take the AP exam. If your friends
all have telephones, the telephone network is more valu-
able. And if your friends all use a social network, you are
more likely to use that social network. Social networks
have been shown to assist displaced employees in em-
ployment searches. Cingano and Rosolia [12] did a study
focused on workers who entered unemployment due to
firm closures. Their data comprised of 13 million em-
ployment relationships and 1.2 million employment his-
tories between 1975 and 1997 in two Italian provinces.
Cingano et al. found that the higher employment rate in
one’s social network is positively correlated with likeli-
hood of finding employment. However, there are limits
to positive network effects. A model created by Bea-
man [6] showed that the relationship between the size of

1Advanced Placement (AP) exams allow United States students to
receive college credit for classes taken in high school. AP tests are
typically only offer for free in public schools in affluent areas.

one’s social network and employment outcomes is non-
monotonic. Past a certain point, having additional mem-
bers in a social network can decrease job prospects, since
there are only a finite number of jobs. Using social net-
works carries risks as well as potential benefits. Users
may accidentally reveal information they wished to keep
private. Moving on, we will detail some potential risks
that failing to create a social networking profile creates,
as well as the risks inherent in possessing a social net-
working profile.

3 Risks of Non-Participation

While much literature (aside from this paper) has focused
on the risks associated with participating in social net-
works, little work has been done on the risks associated
with abstaining from social networks. In addition to fail-
ing to incur benefits when using social networking, there
are also risks association with abstention from social net-
working. In this section we identify three main risks of
abstaining from social networks: The first risk is the in-
ability to review and/or report information posted about
oneself. SNS can serve as invisible transmitters of mis-
information to those not participating. The second is the
threat of impersonation. The third, based on studies of
reputation systems and human trust, is the risk of being
perceived as untrustworthy.

3.1 Tagging and Talking
Abstaining from SNSs does not prohibit others (friends
or not) from posting about an abstainer on social me-
dia. Abstaining does prohibit one from reviewing the
posts in which one is tagged or identified. For exam-
ple, unique recognition is enabled by tagging and facial
identification; neither requires participation in the SNS.
Malicious tagging has been well-documented[35]; mis-
creants can tag users in unflattering or embarrassing pho-
tographs, as well as erroneously tag users, either by ac-
cident or with malicious intent. For example, individuals
can tag a photo as an elephant to insinuate the abstainer is
overweight. Thus users face a dilemma. Joining a SNS
enables reviewing posts about them, but there is a loss
of privacy in the process. Those abstaining risk rude,
embarrassing, and/or libelous information being posted
about them without their knowledge. While the user
may not see these photos, others can (including, possi-
bly, those in a position of authority over the abstainer.)

3.2 The Risk of Impersonation
Another risk faced by SNS abstainers is the risk of im-
personation. Abstaining from social networking (or set-
ting privacy settings in such a way that the general public
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cannot see your profile) leads to a risk of impersonation.
Major social networks such as Facebook and Twitter do
not verify that an account creator is in fact, the person
the account claims to be. If a user opts to not regis-
ter for a given social network (or hides a personal pro-
file from search), a malicious attacker could imperson-
ate that user. For example, alleged Sandy Hook shooter
Adam Lanza’s brother was impersonated on Facebook.
This fake account then proceeded to give a slanderous
interview to the New York Post [15]. Thus, in addition
to having rude information posted about a SNS abstainer,
malicious attackers could create an account pretending to
be the abstainer. This account could be used to phish the
abstainer’s social network, or to embarrass the abstainer
by posting socially unacceptable text and/or images to
the social network.

3.3 Without Data, Comes Consequences

In addition to the risk of impersonation, users without a
social networking profile fail to generate the “social sig-
nal” that many organizations use when evaluating risk
and pricing. When someone requests a loan, a bank
evaluates the applicants credit score to see if that person
is a trustworthy individual. Depending on one’s credit
score, a loan may be denied, or it may be granted but
at a much higher interest rate. Persons without a credit
history, and thus without a credit score, can find it dif-
ficult to secure loans. In the absence of a credit his-
tory, no expectation of trust can exist. Similarly, persons
without a social media presence may suffer from a per-
ceived lack of history. As Friedman and Resnick illus-
trated [17], new pseudonyms or identities without his-
tories are perceived as untrustworthy. And as reporter
Kashmir Hill has noted, many employers now examine
social media when evaluating applicants, and the lack of
social media accounts can be seen as suspicious to po-
tential employers [20]. Further, services which quantify
social capital, like Klout [21], use social media interac-
tions as the signal for their algorithm. With the prolifer-
ation of these tools, those who abstain from social media
also risk being (potentially falsely) branded as lacking
status or influence. This can have a very real economic
cost. Influential Klout users are often offered special
deals, in hopes they will evangelize a company’s prod-
ucts and/or services. And in the field of advertising or
journalism, Klout score may be factored in during hir-
ing decisions [28]. Outside the realm of business, social
media abstainers could find seemingly basic tasks com-
plicated. Many websites allow users to log in with their
social media account, and not all of them allow a user to
instead opt to create a site specific login. Furthermore,
some sites even allow users to link their SNS profiles to
enhance trust[3, 26]. Thus, without the data from a “so-

cial signal”, many pricing algorithms may raise prices
for SNS abstainers. Previous work by Böehme et al. [7]
has described privacy as a luxury good, pointing out that
price discrimination is muddled by privacy enhancing
technologies, and that in the absence of data usable for
price discrimination, prices may rise across the board.
He illustrates that when such data are available, PET
users will pay higher prices. Not sharing information can
have a price, in a world where tracking is widely used
for price discrimination [27]. Having detailed the ma-
jor threats from failing to create a social media profile,
the next section will detail some of the risks inherent in
social networking, demonstrating the dilemma faced by
users debating creation of a social networking profile.

4 Risks of Participation

Social media presents several unique risks. Specifically,
we will detail how social networks aid information rev-
elation and thus aid phishing attacks, lead to regretful
social media posts, and to aids corporate espionage.

4.1 Increased Information Revelation

Information disclosure is a well-documented issue in so-
cial networking sites. Wilcox and Stephen [34] found
that a five minute session on Facebook could reduce self
control. And as pointed out by Acquisti and Gross [1],
individuals often believe themselves to be releasing far
less information than they are. Furthermore, once infor-
mation is inappropriately shared; individuals can experi-
ence regret but they cannot undo the disclosure [32]. One
way to view the issue of social media regrets is as an in-
terface failing - users who accidentally reveal personal
information simply did not understand the privacy con-
trol interface. However, research shows that this logic
is flawed. For example, Stutzman et al. [31] found that
while Facebook users increasingly take advantage of pri-
vacy controls to limit what they share with the entire
internet, and that the amount of information shared pri-
vately to other Facebook users actually increased. This
finding corroborates Brandimarte et al.’s work [9], which
found that the more control users were given over pub-
lication of personal information, the less users exhibited
privacy concerns, even if the probability that a stranger
was the same with or without the privacy controls. Taken
together, these studies show that users seek a sense of
control, and that when given privacy controls, users will
feel comfortable and share more information regardless
of if these privacy controls are effective. This is in line
with other risks, on and off line, where the ability to mit-
igate a risk makes the risk more acceptable [2, 18]. In
addition to the obvious issues with oversharing (e.g., a
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post is viewed by an unintended party), structural prop-
erties of social networks can exacerbate the harm caused
by regretful posts [8]. Camp and Chien first discussed the
structural implications the internet as a public space [10],
and how traditional notions of what is private and public
could be affected by the dynamics of the internet. Ap-
proximately a decade later, after the rise of social net-
working, danah boyd would confirm Camp and Chein’s
fears, detailing [8] how networked publics such as social
networking sites (SNS) are a new type of space. Boyd
illustrated how SNS structures have unique privacy im-
plications, specific to their electronic nature. boyd elab-
orated on four specific structural properties of SNSs that
have privacy implication,

1. Persistence” - the idea that SNS posts can (and often
are) permanently archived.

2. Scalability” - the potential visibility of any given
SNS post is mostly dependent on the size of the so-
cial network.

3. Replicability” - it is trivial to duplicate SNS posts
4. Searchability” - the content in these networked

publics can easily be found through search.
In addition to the above properties, most social network-
ing posts lack what Nissenbaum [25] has termed “con-
textual integrity”. Contextual integrity is integral to pri-
vacy. The concept of contextual integrity rejects a di-
chotomy between public and private life, and instead in-
stead says that information is contextual. For example,
a bar is “public”, and a person may not mind if other
people in a bar see their behavior at said bar. But these
patrons probably would not want their actions broadcast
to coworkers or family members. Simply put, the prop-
erties of networked publics make posts on easy to find
and easier to spread once found. Users may make posts
which in one context (such as among friends) are per-
fectly acceptable, but in another context (such as a con-
versation with a business recruiter) may be inappropriate.
On social networking sites, contextual integrity is sel-
dom. The default setting on many social networking sites
(e.g., Twitter, Facebook) are that updates go out to one’s
entire social circle (or sometimes the public at large), re-
gardless of context. A snapshot from a night out at the
bar with friends after a hard day’s work might be inno-
cent and fun when shared with close friends, but serve
as career limiting information when shared with upper
management. When social networking sites change their
terms of service, it often raises the ire of privacy advo-
cates. Sometimes, users themselves become frustrated
when they regret revealing career limiting information
due to confusing privacy controls [32]. These revela-
tions can have severe consequences. For example, in
the United States, there are a set of protected classes of
data based on histories of discrimination. Discrimination
based on race, color, religion, national origin, age, sex,

pregnancy, citizenship, familial status, disability status,
veteran status, or genetic information is prohibited un-
der US federal law. Yet many of these variables (often
excluding disability) is either transparently easy to ob-
server or included as part of the “basic information” in a
Facebook profile. Other traditionally “private” data, such
as political affiliation and sexual orientation, are also of-
ten observable from SNS data [22]. State laws may fur-
ther prohibit discrimination on sexual orientation; an-
other data component often communicated in SNS dis-
closures. In cases where information is not related to a
protected class, then an employer is free to terminate an
employee based on this information — even if said be-
havior does not violate any local or federal laws. “Face-
book fired” is an emerging slang phrase describing those
situations where posts on social networking result in loss
of employment. For example, in August 2009 a 24 year
old high school teacher in Georgia was forced to resign
after posting a picture of herself apparently holding an
alcoholic beverage was posted to Facebook [24]. As of
this writing, participation on SNSs is not mandatory. The
argument can be made that if a user is dissatisfied with a
TOS change or a privacy interface they can simply leave
the service. However, leaving a social network does not
remove all risk. For example, Facebook was cited by the
FTC for retaining data users had deleted, and has previ-
ously revealed information that users had restricted via
their privacy settings [13]. And information once posted
can be crawled and archived. Thus, deleting a post on
a social network evoke’s Whitten et al’s [33] “barn door
property”: information once released cannot be reliably
recalled.

4.2 Providing “Open Source” Intelligence

Governments are increasingly relying on so called “open
source” intelligence[5] to aid operations. Attackers can
use social media to launch other social engineering at-
tacks, to identify physical locations to burglarize, and
otherwise utilize what the military terms “open source
intelligence” in order to craft more believable social en-
gineering and phishing attacks, by utilizing information
that a user mistakenly believes only known to a close
peer.

Participation in SNS provides information to crimi-
nals as well as colleagues. Appeals for financial authen-
ticating authenticating information or direct monetary
transfer may be more effective if personalized. Phishing
(attempting to gain authenticating information by mas-
querading as a trusted entity) is increasing. $687M was
lost to masquerade attacks in 2012 alone; a 32% increase
over 2011 [30]. Highly customized “spear phishing” has
also increased. While typical phishing messages are sent
out en masse, spammed to hundreds of thousands of peo-
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ple, a spear phishing message is only sent to one per-
son. Spear phishing messages utilize details from the
target’s life to make their message more realistic. For
example, a spear phisher may forge their email header
to appear to be a target’s supervisor. Using social net-
works can increase your risk of being spear phished. For
example, Ryan et al. [29] created a fake persona named
“Robin Sage”, who falsely claimed to be an attractive
female cyber threat analyst for the Naval Network Com-
mand Center. Within weeks, Robin had social network
connections with hundreds of defense industry profes-
sionals. Specifically, connections that could be valuable
in gathering information for social engineering attacks.
These include spear phishing attacks — social engineer-
ing attacks which attempt convince a target to launch a
malware-ridden attachment.

5 Conclusions

As we have seen above, social networking cites can
lead to the over sharing of personal information. How-
ever, abstention from social networking sites has a very
real economic cost, by limiting networking opportuni-
ties. Furthermore, abstaining from social networking can
increase one’s risk of impersonation and cause one to be
perceived as untrustworthy. Additionally, abstention can
lead to higher prices, since abstaining users lack the so-
cial signal used by many entities to determine hiring. Ab-
staining from SNSs does not stop these SNSs from track-
ing the user. For example, a report commissioned by the
Belgian data protection agency [4] found that Facebook
tracked users who had opted out and who had not ever
registered for Facebook. In conclusion, given that web
tracking is inevitable whether a user registers for a SNS,
that abstaining from SNSs carries risks such as imperson-
ation and slander, and that there are significant economic
harms sustained from abstaining from social networking,
we conclude that a “rational actor” attempting to maxi-
mize one’s salary and minimize harm would thus choose
to use social networking. Thus, we can conclude that ar-
guments that social networking users should accept the
confusing privacy interfaces, frequent TOS changes, and
other abuses present in many online social networks is
deeply flawed. We propose instead that social networks
embed privacy by design [11] to reduce information dis-
semination. This means designing social network inter-
faces from the ground up to enhance privacy, enabling
strong privacy protections by default. For example, Stuz-
man et al. [31] showed a large jump in sharing by Face-
book users as the result Facebook making “likes” public
by default in 2011. Conversely, a SNS provider wish-
ing to embed privacy by design would choose to make
information private by default. We also recommend that
private industry forms self regulatory guidelines on the

use of social media data in hiring/firing decisions. For
example, in the United States Federal Law protects job
applicants from discrimination based on race, color, re-
ligion, national origin, age (40 and over), sex, familial
status, disability status, veteran status, or genetic infor-
mation. While it is technically legal for a company to
request this information (just not legal to act on it), in the
interest of avoiding any appearance of impropriety, many
companies have implemented internal human resources
policies not ask questions that would cause an applicant
to reveal such information. As it currently stands, com-
panies may be sidestepping policies against asking about
protected class information under the guise of looking for
“unprofessional behavior”. As we have demonstrated,
users seeking maximal economic gains and who wish to
eliminate the many risks inherent in not maintaining a
social networking profile must give up their privacy and
join a SNS. Thus, since many companies acknowledge
that asking for certain protected information is inappro-
priate and voluntarily choose not to collect said informa-
tion, they should be equally willing to pledge not to plun-
der SNSs for that same information. Given that viewing
an SNS page, unlike being asked about one’s protected
information in an interview, is not readily apparent to the
user (and thus more rife for abuse), we propose that com-
panies be legally barred from looking up the social net-
working profiles of job applicants.
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