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ABSTRACT

How do cybercrime markets emerge, evolve, and persist? How
can cybercrime be prevented, decreased and mitigated? Extant
anti-cybercrime efforts have concentrated on deterrence through
criminal prosecution and technical mitigation. Deterrence-only
strategies, however, may be more expensive for the network than
for attackers, particularly considering the asymmetric nature of
computer security. The implicit assumption of deterrence, i.e.
criminals are strictly self-optimizing rational agents cognizant
only of a cost-benefit function, is contentious. Criminal actions
are constrained/enabled by the institutional structures of their
immediate neighborhood. Exposure to crime (or probability of
victimization is similarly influenced. Thus, this paper examines
the respective economic, structural, and cultural theories in
criminology and explores their relevance online. We discuss the
implications for technical solutions, security design, as well as
public policy. An intuitive position is to lower the entry cost of
legal enterprise, and thereby increase the opportunity cost of
cybercrime engagement. We also discuss solutions that allow
simultaneous investments (to reduce crime online) by both public
and private entities, while mitigating for potential moral hazard.
Our concluding argument, then, is for complementing deterrence
with policy solutions that preemptively engage potential criminals
as legitimate market stakeholders. In addition to the explicit
examination of deterrence theories of cybercrime, this work offers
a broader consideration of cybercrime that is grounded in theories
of crime offline.

Categories and Subject Descriptors
K.4.1 [Computers and Society]: Public Policy Issues — Abuse
and Crime Involving Computers

K.4.2 [Computers and Society]: Social Issues — Abuse and
Crime Involving Computers

General Terms
Economics, Security, Legal Aspects.

Keywords
Cybercrime, Economics, Cultural Theories.

1. INTRODUCTION

The myriad explanations of criminal (non-rational) behavior
offline are grounded, not only in the economic, but also the
structural and cultural factors that facilitate criminal enterprise
[47]. For example, crime is often endemic to specific
neighborhoods in urban communities, irrespective of the
prevailing residential group or associated characteristics, such as
ethnicity [51]. Cybercrime, enabling infrastructure, and resulting
victimization are similarly geographically concentrated. Nigeria is
noted as a nation of 419 scammers. Eastern European towns, such
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as those in Romania, have earned a reputation of being
‘Hackervilles’ in popular media. In terms of cybercrime
infrastructure, India persistently has a high percentage of systems
infected by malware, while Sweden does not.

Consider the possibility that criminals online are not the
strictly rational beings of economic theory, engaged in a calculus
of profit maximization. This allows both policy makers and
technologists to frame a response that is not merely grounded in
deterrence. The limitations of deterrence-only approaches to crime
have been widely illustrated [3], for example in the War on Drugs
[36]. Offline deterrence is limited by corruption as criminals
become organized [6], and empirical research argues that this also
applies online [23, 24]. When cybercrime is welfare increasing in
immediate jurisdictions, then there are inherent (i.e. not
corruption-related) disincentives for local law enforcement to
implement the deterring legislation [23]. Even when deterrence is
effective, its impact is limited in time and mitigated by
displacement [46]. For example, when households in one region
acquire guns to protect their homes, criminals simply start
targeting nearby communities [1]. Similarly, if the German anti-
botnet initiative is successful, criminals can simply target malware
at nations that do not or cannot feasibly make similar investments
fighting cybercrime.

Crimes committed over or with the help of the Internet are
usually termed “cybercrime”. Myriad definitions of cybercrime
are often inchoate and overly broad [26]. The European
Commission definition for cybercrime [3] includes: 1) traditional
crimes that are committed with the aid of computers or the
Internet; 2) posting illegal content such as child pornography; and
3) crimes that are new and would not exist without computers or
Internet. However, the United Nations definition extends it to
sabotage, cyber espionage, etc. Cybercrime, in this paper, refers to
criminal activity that either impacts digital networks or is
committed with the aid of such networks.

Anderson et al. note that cybercrime constitutes traditional
crime, transitional crime, and new crimes specific to the Internet
[3]. Traditional crimes include, for example, tax fraud, which has
simply moved online as more people have started using the
Internet to submit tax returns. Transitional crimes include those
that were traditionally committed offline, but now have moved
online for scalability and convenience, e.g. credit card fraud.
Finally, criminal activity, such as botnets, are new crimes
contingent on the Internet and do not exist offline.

The extant investigations of all three categories of
cybercrime posit a rational imperative for criminal enterprise
online [5]. The foci of cybercrime investigations have been
threefold. First, empirical investigations aim to understand
cybercrime markets, invested stakeholders, and associated profits.
Second, technical solutions (or deterrents) aim to lower these
profits by increasing the cost of criminal engagement. Finally,
coordinated policy actions, also grounded in deterrence theory,



enable legal prescriptions against criminal activity online or
subsidize/regulate/mandate security investments.

Empirical investigations have found that the returns from
criminal activity online are high, while the probability of
prosecution is low. Estimates of returns from phishing correspond
to $178.1 million a year [37]. Similar investigations of
pharmaceutical spam and fake anti-virus report revenues of $3.5
million [32] and $130 million dollars [53], respectively. Technical
deterrents such as CAPTCHAs (Completely Automated Public
Turing tests to tell Computers and Humans Apart), increase the
costs of criminal enterprise, as they limit the ability of automated
attacks. The economic efficiency of such deterrents in the
aggregate, however, is unknown, especially when accounting for
the cost to legitimate services. Many individuals complain that not
only do CAPTCHASs deter automated criminal responses, but they
are difficult or impossible for some disabled humans and are at
best a time sink for fully capable users. These deterrents also
create alternative cybercrime markets [24], again increasing
potential pay-offs for criminal activity. For example, CAPTCHA
solutions are now crowd-sourced through websites such as
Freelancer [38] that connect people in need of a job with those
looking for people to work for them. A number of jobs posted on
sites such as Freelancer are not legitimate businesses. Also in the
mix of the cost-benefit analysis are policy actions, e.g. the
American Computer Crime and Abuse Act and the Council of
Europe’s Convention on Cybercrime which seek to improve the
efficacy of enforcement actions against cybercrime.

All of these approaches embed (implicitly or explicitly) the
assumption that deterrence is the appropriate response to
cybercrime. However, explicit analysis of deterrence theory has
been absent. In this work we expand the view of cybercrime by
viewing the phenomena through multiple lenses provided by
(sometime disparate, sometimes complementary) theories of
crime. This illuminates questions that have not previously been
considered; for example, current research does not address the
opportunity cost of cybercrime. Why is it that individuals choose
to engender profits through cybercrime rather than legitimate
enterprise? An offline analogy is, “why do certain individuals
choose to sell illegal drugs such as cocaine vs. legal alternatives
such as alcohol?” The answer to these questions may suggest new
strategies to prevent crime online.

Deterrence is much needed but inherently limited.
Deterrence-based measures such as IP blacklisting have, for
example, increased the cost of sending spam. Arguably, spamming
is economically rational only if the cost of sending bulk email
were eight times cheaper than current technologies permit [32].
Alternatively, spam and the corresponding spam architecture must
be vertically integrated, i.e. those who send bulk email also
extract the monetary value from the (e.g. phishing) scams
advertised in those emails [32]. Given that it is no longer
profitable to be a stand-alone spammer, clearly deterrence-based
approaches are not without virtue. However, does decreased
profitability correlate with reduced crime? Decrease in spam is not
evident; in fact spam volumes have increased, as much unsolicited
bulk email does not bypass spam filters. Both theoretical and
empirical analyses suggest that monetization in cybercrime is
difficult, marginal returns are diminishing, and that criminals
over-consume the limited resource of vulnerable end-users [27,
28]. The real question then becomes does criminal behavior
strictly correspond to economic rationality?

The evidence (offline) argues that deterrence alone is
inadequate to address crime. Despite the rising costs of deviant
behavior, individuals continue to engage in criminal activities
both collectively (e.g. as gang members) as well as individually
[56]. For example, gang members accrue higher earnings as
legitimate hourly workers at fast food joints than through drug
peddling on street corners [56]. Simultaneously, while the United
States has one of the highest population percentages of
incarcerated individuals it also has one of the highest rates of
violent crime in the developed world [36]. Thus, while deterrence
is much needed, a one-dimensional approach may not be the
solution. (It is arguably not even rational; given diminishing
marginal returns, investments in anti-spam technologies may cost
more than the financial impact of unsolicited bulk email [3].)

Thus, we argue for complementary approaches, which are
informed by decades of scholarship in crime offline. By
examining the economic, structural, and cultural factors that
discourage legitimate online participation and thereby facilitate
criminal enterprise we build upon theories of crime beyond
deterrence. Intuitively, theories of crime offline should be able to
explain traditional and transitional crime, which is now facilitated
by information technologies, e.g. thetinternet. However, the
applicability of these theories towards the investigation of new
cybercrime is not obvious.

In Section 2 we discuss the extant policy and technical
solutions to cybercrime; showing how these are grounded in
deterrence. In section 3 we discuss economic factors, such as
poverty and income inequality, and their ability to facilitate
cybercrime, as they influence crime offline. In Section 4 we
provide an overview of the research on structural theories of
crime; we enumerate how these may apply to cybercrime. We
consider factors such as informal social control and the strength of
non-economic institutions. In Section 5 we discuss cultural
theories of crime, such as sub-cultural theory, illuminating the
potential impact of previously unexamined factors (e.g. gender)
on cybercrime. In Section 6 we discuss the implications for
technical design and policy formulation grounded in economic,
structural, and cultural determinants of cybercrime. We conclude
in Section 7.

2. DETERRENCE & ITS LIMITS

All the current school of cybercrime research models
attackers as rational agents, maximizing their cost-benefit ratio
and utility functions [5]. This has shaped responses to cybercrime,
which have been grounded in deterrence, both from a technical
and policy perspective. Regulatory solutions have focused on
prosecution and punitive prescriptions, e.g. fines, incarceration, or
both. Norbert Wiener noted the four goals of such sanctions [59].
First, these solutions impinge on the cost-benefit analysis of
criminal enterprise by increasing the cost of deviant behavior.
Second, they deter a potential criminal with the fearful prospect of
punitive prescriptions. Third, they directly decrease crime, as
criminals behind bars are unlikely to be able to further engage in
criminal enterprise (for the duration of the sentence). Finally,
incarceration serves as a corrective facility for offenders and
offers appropriate education for rehabilitation.

These positive effects of punitive prescriptions are only
partially realized in practice. For example, often instead of serving
as correctional facilities, prisons expose individuals to hardened
criminals and prove a venue for successful criminal and mutually



profitable alliances. Further, the labeling of individuals as
“criminals” may prevent their reintegration into society, as they
are denied (employment) opportunities. Arguably, it would be
difficult to trust an individual as the head of IT operations, if they
have previously served time for installing backdoors in systems.
Criminals may also not take the cost of prosecution into account
when engaging in criminal enterprise. Hacking, for example, has
been argued as another instantiation of juvenile delinquency [61].
Deterrence would have limited impact on such behavior [52].

Deterrence-based approaches often do not account for the
cost of enforcement and misalignment of incentives that may
undermine such efforts. Becker indicates that if the cost of
punitive measures through law is x dollars, then a rational
criminal would be willing to invest that same amount to avoid
prosecution [6]. Often this investment manifests as bribery and
corruption. However, corruption requires implicit and explicit
contracts between offenders and enforcers. The creation of this
trust requires repeated transactions between the same set of
offenders and enforcers. Thus, it is imperative for offenders to
become organized. This is evident in cybercrime, which has
progressed from individual ego-driven activity to organized and
profit-driven activity.

The deterrence effect of bribery would be equivalent to that
of punitive measures prescribed by law so long as the monetary
worth of the bribe and that of the legal punishment were
equivalent. Competition amongst enforcers may lower the
effective price of bribes. This may be mediated by the increased
probability of detection, as bribes, unlike punishments, are
personally salient to enforcers. Thus, the deterrent effect of legal
prescriptions is often mitigated by corruption [6]. For example,
skewed incentives due to bribes, may color the efforts of law
enforcement officers to prosecute criminals. An online analogy is
that of the website certification industry as embodied by TRUSTe.
Competition within the industry has arguably lowered the
standards by which certifications were to be provided.
Consequently, certified sites are more likely to be malicious [4].

Cybercrime may also be social welfare increasing in
immediate jurisdictions [23]. Then, law enforcement is
discouraged from prosecuting criminal behavior online, as the loss
of local income would be immediate, while the negative
externalities of such socially undesirable behavior are less
tractable and delayed. Given equilibrium between extant
cybercrime and legitimate enterprise, the former would act as a
prohibitive tariff and prevent legal Information and
Communication Technology (ICT) initiatives from being
successful. Further, if legal enterprise is present, then it may be
suppressed, as the marginal costs of cybercrime decrease faster
than those of legitimate participation.

Simultaneously, while deterrence may be successful at
diminishing the supply of cybercrime services, demand is not
similarly impinged [24]. In the absence of legitimate affordable
alternatives, offenders would simply be displaced to an alternative
opportunity. Consider the persecution and resurgence of
Megaupload. There may have been a decrease in copyright
infringement, but only in the short term. The resurgence of
Megaupload illustrates clearly that demand remains. Instead
reduction in music piracy has been attributed to cheaper streaming
services [33].

The goal of deterrence is to reduce crime. Deterrence is
effective in the short term and limits the supply of cybercrime

based goods and services. It also forces individual cyber-criminals
to organize and thus makes prosecution more feasible. However,
the deterrence only approach is more expensive than the negative
effects of crime itself [3]. Deterrence is inherently limited in that
it is reactive. A complementary approach proactively engages
potential criminals as legitimate market participants [58].

3. POVERTY, UNEMPLOYMENT, AND
INCOME INEQUALITY

If crime is not only the result of profit maximization by
rational agents, then what additional explanations could there be?
A Marxian explanation of crime argues that delinquent behavior is
a function of underclass resentment of oppression [9]. This
perspective on crime considers absolute and relative economic
deprivation, including the examination of factors such as poverty
and unemployment.

Absolute deprivation may result in prohibitively high entry
costs for the community, which then would rationally resort to a
low cost/high benefit venture, viz. cybercrime. If successful, the
profits would be re-circulated into the local economy, making
such activities socially acceptable [55] and economically rational
[23]. For example, Venkatesh et al. notes that gangs in Blackstone
used the illegal gains from drug distribution to fulfill community
needs post-1980 and thus became more acceptable [55]. 419
scammers may be similarly relevant to Nigerian economy.
Arguably, a limited amount of Windows piracy is welfare
increasing even for Microsoft, due to network effects such as lock
in (customer dependence on a specific vendor) and the
development of local expertise [41]. Simultaneously, those who
pirate software may become ICT professionals®.

Crime may also be a function of relative deprivation within a
community. When income inequality is high, individuals with
limited economic resources would experience this relative
deprivation as a prohibitive tariff on legitimate participation. If we
consider the Internet a community without borders, the inequality
between developed nations vs. developing or underdeveloped
nations may be salient. For example, a licensed copy of Windows
operating system that appears to be affordable in United States
may cost up to $2000 in the local currency of another country (or
3 months salary). In this case the combination of income
inequality and local limited resources can prevent an individual
from buying a legal copy of a piece of software, forcing them to
infringe on copyright [41].

The impact of economic deprivation is aggravated by lack of
social support. Cullen argued that, despite being an affluent
nation, United States suffers from disproportionate levels of
crime, both violent and otherwise, due to the lack of adequate
social support [16]. American society can undermine
communitarian ideals by strongly embracing utilitarian
individualism (and therefore self-interest). Cullen notes that the
result may be limitations on the social bonds that engender trust
and provide informal support. Formal social support provided by
public bodies (for example governmental assistance which
alleviates the impact of poverty, unemployment, and income
inequality) lessens (violent) crime. Thus, the deterrence-based

1 http://www.neowin.net/news/editorial-how-piracy-changed-my-
life, Retrieved May 6th, 2015.
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effort of the “War on Drugs’ is appropriately complemented by
the “War on Poverty’.

Social support can similarly facilitate legitimate participation
in ICT markets. For example, private entities can alleviate the
incidence of copyright infringement through appropriate pricing.
It has been noted that copyright infringement of music in United
States has decreased as cheaper options have become available
[33]. Additional social support by private entities may include
access to patches for machines running pirated copies of software.
For example, Microsoft allows pirated copies of Windows
operating system to access security critical patches. However, this
could be extended to other patches and updates. The direct impact
of this would be reduction in the overall harm created by having
unpatched systems, decreasing botnet participation and incidents
of zombies. When these patches are applied to systems running as
servers, the risk mitigation is arguably more significant.

Social support can be provided by public bodies both online
as well as off. Public adoption of technology could provide the
necessary boost to a developing local ICT market. Such markets
would in turn provide legitimate employment for those who
would otherwise be engaged in criminal enterprise. For example,
quality broadband can be subsidized and thus made affordable
and accessible. Highly connected individuals can pursue
appropriate employments opportunities outside of their immediate
local ICT markets, for example through crowd-sourced labor
markets [24]. Simultaneously, security solutions can be
subsidized, e.g. cheap or free anti-virus software, which can
discourage the exploitation of local systems. Current examples
include American universities providing free access to anti-virus
software and the American government providing access to NSA
Security-enhanced Linux.

Criminals, much like everyone else, are not the strictly
rational agents of economic models. Even well meaning
individuals may resort to cybercrime when legitimate
opportunities are too expensive to be pursued or otherwise
effectively blocked. The negative impact of economic inequality,
both absolute and relative, can be limited by social support from
public and private entities. This implies that one approach to
decreasing cybercrime is to subsidize legitimate participation,
especially in developing ICT markets.

4. A STRUCTURAL EXPLANATION FOR
CYBERCRIME

Section 3 discussed the economic imperatives that facilitate
crime. However, neither economic inequality nor crime is
uniformly geographically distributed. Crime is often endemic to
specific neighborhoods. The foremost and most easily available
characteristic of these neighborhoods is often poverty. However,
other defining characteristics, i.e. 1) lack of informal social
control, 2) residential mobility, 3) racial heterogeneity, 4) family
disruption, and 5) urbanization, are equally relevant to the
incidence of crime [48]. Structural theories of cybercrime address
the implications of these characteristics offline, and may apply
online as well.

Residential mobility is a measure of the frequency with
which older residents are replaced by new individuals in a
community. High residential mobility prevents neighbors from
forming personal ties and engendering trust from long-term
friendships. Racial heterogeneity may segment a community and

impede communication. Such communities may often imbue
common aspirations, e.g. lower crime rates. However, they
simultaneously lack a consensus on the acceptable methods for
realizing such aspirations. To the degree that two-parent
households provide increased monitoring, family disruption
impinges the quantity of guardianship, if not its quality. Similarly,
urban neighborhoods would demonstrate lower social control, due
to weak Kkinship. Together these distinct variables measure (the
lack of) non-economic social support or guardianship from
immediate family and the community at large. Are these relevant
online?

Arguably, the evidence for mobility online is limited. In fact,
communities are often forced to persist in suboptimal situations
(e.g., in the face of decreasing privacy or increasing disruption)
due to network effects, e.g. lock-in. Trust, however, cannot scale
over a community as large as the Internet. Thus, technical
solutions often incorporate notions of transitive trust, e.g. through
certification authorities. However, these ‘trust chains’ are often
opaque to end-users. The lack of transparency, allows attackers to
hijack trust chains and enable attacks such as phishing. Certainly
there are indicators of guardianship, e.g. SSL lock sign, TRUSTe
certifications. The former is inappropriately used, for example by
Paypal; their website includes a technically meaningless lock in
the middle of the page. Simultaneously, TRUSTe certified
websites tend to be less trustworthy due to incentive
misalignment. In TRUSTe’s case, their customer base is the
website providers, not the customers. Thus, TRUSTe is
economically invested in serving the providers rather than the
community of users. It is rationale for TRUSTe to award
certifications even when the website under consideration does not
provide adequate privacy [19]. Certification authorities manifest
similar problems [57].

Non-economic guardianship must then be enabled by
alternative market and public mechanisms. In markets where
public/private adoption of ICT goods and services is higher, such
guardianship would be deemed important. For example,
institutions that adopt ICTs would invest in adequate personnel
training. Higher public/private adoption would also lead to
(positive) externalities. First, by amortizing the cost over a larger
set of users, the access to affordable legitimate software would be
possible. Becoming a licensed windows vendor in a market of 1 is
not economically rational, but would be in one that numbers in
millions. Second, in such markets local after sales support would
also become available, making legitimate software more valuable.
Finally, a developed local ICT market would impinge the social
acceptability of illegal participation.

Structural factors that facilitate crime have also been
examined from the perspective of a routine activity theory [14],
which argues that it is the structure of routine activities that
enables crime. Routine activities are then considered ancillary to
criminal enterprise. For example, property theft, due to breaking
and entering, is dependent upon individuals leaving their homes
unguarded to go to their respective jobs. Predatory crime is then
not an indicator of social breakdown but rather a by-product of
opportunity. For example, Parikka et al. argue that spam and
viruses, while being anomalies, are a necessary (albeit dark) facet
of the digital culture [45]. A trivial but necessary hypothesis then
is that the increasing use of ICTs should be positively correlated
with higher levels of cybercrime. However, incidence of crime is
not simply correlated with size of market, be it at the ISP or
national level.



The structure of routine activities may increase the
prevalence of crime, as it impinges on the convergence of
motivated offenders, suitable targets, and the absence of capable
guardianship. For example, given that routine activities online
often involve downloading attachments and clicking links
embedded in email messages, the end-user is put at risk of
downloading malware and accepting phishing links. Security
tasks, such as patching, are in contrast often a distraction from
routine activities and are thus ignored.

Community structures influence the incidence of crime and
victimization. While trust is inherent to Internet usage, trust
chains are easily compromised. Informal social guardianship is
limited. For example, ISPs may not punish subscribers for
knowingly hosting malicious websites; nor assist the recovery of
those unknowingly hosting such sites. Even when guardianship is
available, incentive misalignment may lead to adverse outcomes.
The implication of the routine activity approach is that designs
that impinge on trust should aim for transparency. Regulation
should seek to enable guardianship through relevant local
stakeholders. One approach is through community-based
governance [42], by considering security to be a common pool
resource [11]. Criminal actors often leverage extant structures, of
routine activities, to attack both individuals and systems.
Measures to enable security and reduce cybercrime must be
similarly grounded, rather than being a distraction from the
activities of the end-user.

5. ACULTURAL EXAMINATION OF
CYBERCRIME

Another explanation of crime is grounded in culture. Cultural
explorations of crime began with the examination of the
prevalence of violence in the American South [47]. Arguably,
specific cultural values of the South, such as historical traditions
of chivalry, are critical to making aggression more acceptable in
society. The deep embedding of such values has been explained
by the loss in the Civil War, which may have resulted in a
stronger desire for independent identity and the resulting cultural
rigidity.

Explanations for crime in urban areas have also been
grounded in the notion of identity and cultural rigidity. As urban
areas expand an increasing number of culturally diverse
communities interact [21]. These subcultures, thus co-located,
compete to define the emerging identity of the group. While such
disputes between subcultures are clearly problematic, the presence
of a unique cultural identity may be problematic as well.
Culturally desirable goals would then be uniformly acknowledged
but access to the institutions and resources that enable such goals
may be limited. For example, if there is a shared goal of Internet
access then the lack of affordable access to the Internet could
increase the acceptability of cybercrime. When the community
values access to information, subversion of digital rights
management systems may be lauded. Online opportunities may be
further restricted by language [24]. A skewed distribution of
opportunities could encourage non-conformity, which some
scholars consider to be the natural response [31].

Similar arguments have been made for the prevalence of
cybercrime in eastern European countries, specifically former
U.S.S.R. and the respective loss in the Cold War. An authoritarian
communist regime may encourage the thwarting of established
institutions by asserting values or controls in conflict with the

local culture. Thus, subverting the establishing institutions is seen
as admirable or even necessary. This may subsequently transfer
online. For example, an intellectual property regime may be
perceived as an institutional structure that prohibits information
access. Thus, copyright violations would then become socially
acceptable. Further, the cultural understanding of capitalism may
be myopic, valuing personal gain over societal values. Exploiting
the Internet commons would then be socially justified.

Conformity is arguably the result of either unreasoned
conditioning or a rational result of a utilitarian calculus [35].
Merton notes that while culturally desirable goals reflect humans’
primitive drives, they are also determined by social structures that
regulate and define the culturally acceptable means to achieve
these goals. Thus, social institutions constrain the set of
expedients (or a potential set of solutions).

There are two potential polar alternatives. First, there is the
possibility that the institutions, which regulate behavior, are weak.
In this case, criminal alternatives are constrained only by technical
limitations. Thus, the failure of ICT markets in Romania may
potentially encourage individuals to explore criminal as well as
legitimate options online, as institutional forces may be weakened
by misaligned incentives [23].

Second, appropriate conduct can become an end in itself and
thus prescribes ‘ritualistic conformity’. Online this can be seen as
the prescription of password policies, such as mandatory
password resets and guidelines for strong passwords. These
policies are arguably both unrealistic as well as ineffective.
Simultaneously, ritualistic conformity to cultural values, such as
empathy, might increase the vulnerability to victimization as
cybercriminals use legitimate charity credentials to con
individuals, e.g. for disaster relief. According to the 2011 Internet
Crime report, the most frequent scam online is individuals posing
as FBI agents?. Here again ritualistic adherence to authority may
perversely increase victimization.

These opposing conceptualizations do not manifest so long
as the individuals who conform to the dichotomy of constraints
are rewarded. Messner and Rosenfield argue that the primary
source of increased crime in the US (compared to other Western
democracies) is situated in the notion of the American Dream. The
Dream of individual success invests excessive value in the notion
of monetary success without providing for facilitating institutions
[36]. While the culturally aspirational goal of the self-made man
remains, social mobility is ever decreasing [7].

Consider an application of this to sharing material protected
by copyright. Before the LaMacchia® rule, file sharing was the
norm online . A ritualistic adherence to the values of free
information nudged LaMacchia to share software to which he had
access. While aligned with extant academic and Internet norms,
his behavior was an extreme interpretation of acceptable practices.
After the LaMacchia ruling, a host of legislation has discouraged
file sharing, even when it is welfare increasing. Individuals are
forced to break the rules to follow the norms, as the legislation has
adopted the alternate extreme. Silverberg has observed that an

*http://www.ic3.gov/media/annualreport/2011 _IC3Re
port.pdf, Retrieved May 6%, 2015.

Shttp://www.loundy.com/CASES/US v_LaMacchia.h
tml, Retrieved May 6%, 2015.
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average Internet user commits three felonies a day in the normal
conduct of reading, browsing, and interacting with others. Thus,
copyright infringement is the result of an anomie twixt the
Internet’s (perceived) goal of open access to information and
intellectual property structures that constrain the set of legitimate
expedients. The tragic death of Aaron Swartz brought this conflict
of values again to the fore. The putative victim of his aggressive
downloading, JSTOR, asked that no charges be filed. However,
the Department of Justice, ironically, too demonstrated ritualistic
adherence and pursued Aaron Swartz as a multiple felon.

Cultural and subcultural values also guide the actions of
individuals and communities online. For example, while certain
groups of people engage in online activism, others resort to
hacktivism. An example of legitimate activism online would be
the protests against proposed bills like SOPA and PIPA. The
protests against these bills were a grassroots campaign that was
subsequently supported by various corporate entities such as
Google. Websites such as sopastrike.com provided a convenient
method for individuals to express their concern over the bills.

In contrast to this, the protests against the increasing
influence of the American military have leveraged the hacktivist
ethic through institutions such as Wikileaks and Anonymous.
Arguably, individuals did not have the same freedom to voice
their antipathy towards American military action in Irag or
Afghanistan, as they did for SOPA and PIPA [44]. Freedom of
expression is a cultural imperative, not only in United States, but
also in most Western democracies. Thus, the absence of channels
for legitimate protest encouraged individuals to explore
alternatives such as Anonymous’ Low Orbit Ion Canon (LOIC)
and subsequent Distributed Denial of Service attacks against the
Department of Justice [40].

It would be disingenuous to posit that absence or
ineffectiveness of legitimate protest always leads to digital civil
disobedience through hacktivism. For example, the 1994 protests
against Clipper did not succeed per say [17]. Clipper was a
chipset developed by the NSA to provide encryption for audio
transmission. However, instead of witnessing the birth of a
vigilante electronic group, Clipper met its death due to extensive
lobbying from the industry. Simultaneously, when cultural
aspirations are not supported by institutional structures, there can
be positive innovation. For example, the arguably draconian
nature of the extant copyright regime has encouraged individuals
and organizations alike to provide their digital goods for free and
instead ask for donations. However, it is important to recognize
that in this case it was possible to create new institutional
structures, such as Creative Commons, that aligned with evolving
cultural values (of at least a subset of end-users).

Cultural factors also prevent the standardization of
cybercrime definition across countries [20]. An expression of
speech that is protected under the First Amendment in United
States may be considered criminal in another country with more
conservative values. The occupation of University of California
campuses to protest against budget cuts in education in March
2010 was complemented by virtual sit-ins organized by Prof.
Ricardo Dominguez and Electronic Disturbance Theater [25]. In
the United States this was protected under political speech.
However, this act of Electronic Civil Disobedience could also be
perceived as a Distributed Denial of Service (DDoS) attack [60].
Similarly, while the DeCSS Haiku was perfectly legitimate, the
distribution of code itself would invite prosecution [50].

Perfect enforcement is neither possible nor desirable.
Cultural values frame the degree to which enforcement is desired.
Breaking certain laws is often socially acceptable. Merely
increasing punishments would not alter the social acceptability of
non-compliance. Thus, cultural values should first be addressed
by education and awareness. Simultaneously, the cultural rewards
of non-conformity must be replaced with structural rewards; i.e.
either reduce the costs of compliance or increase the rewards.
These rewards must, however, be culturally situated. Thus, these
rewards should replace what is culturally acceptable with what is
culturally desirable.

6. IMPLICATIONS: TECHNICAL,
POLICY, & DESIGN

Current investigations of cybercrime often differentiate it
from crime in general. Cyber-criminals are assumed to be well
educated and resourceful who choose to indulge in deviant
behavior.  Historically, white-collar crime was similarly
differentiated in research and practice alike [54]. For white-collar
crime, this differentiation was initially necessary to indicate that
crime is not just a function of poverty and lack of legitimate
opportunity [8], i.e. even the rich and powerful can indulge in
deviant behavior. However, this differentiation limited the
understanding of white-collar crime, as it suffered from a myriad
of often-conflicting definitions and theories that explain its nature
[15]. Arguably it is only useful to distinguish between white-
collar crime and traditional crime, as between any specific
category of crime and crime in general [29]. In fact, much of
white-collar crime is explained by traditional theories of crime
[30], e.g. general strain theory [2]. Cybercrime, while novel,
might similarly have causes grounded in traditional forces of
crime. Ignoring previous research might limit our understanding
of the underlying driving factors and lead to an atheoretical mire
similar to that experienced by white collar crime.

Traditional criminologists grappling with crime offline often
ask: Why are crime rates high even though conditions that
apparently engender criminal enterprise are being addressed?
Online the questions are different. Why hasn’t crime online
increased exponentially, even though cybercrime appears to be a
low-risk and high-returns enterprise? A potential argument is that
cybercrime may not be profitable [27, 28, 32].

Cybercrime, however, remains a relatively low-risk
enterprise, as prosecution is marred by jurisdictional boundaries.
The cost of deterrence is also non-negligible and often greater
than the losses from successful criminal enterprise [3]. To
improve the efficiency of anti-cybercrime efforts, we must then
explore alternatives to deterrence. Arguably, engagement in
cybercrime is not always the result of a cost-benefit optimization
by a rational agent. Potential explanations of crime online may
then be explored in the economic, structural, and cultural theories
that explain similar behavior offline.

A successful example of non-deterrence-based initiatives to
reduce criminal activity online is given by the study of massive
copyright infringement. Osorio concluded that massive copyright
violations for software are a function of access and affordability,
as explained by GDP per capita and the availability of post-sales
software support in local markets [41]. Thus, infringement is the
result of the consumer’s inability to pay or lack of legitimate
access to the resource, due, for example, to the absence of a legal
distributor in local markets. Potentially successful solutions are



then price cuts, differential pricing [12], or providing local after-
sales services [41]. Arguably, initiatives such as Netflix would be
more successful at combating piracy than deterrence through
misguided legislation such as SOPA [49] or an overly stringent
Digital Millennium Copyright Act [22]. It has been noted, for
example, that music piracy has gone down as cheaper alternatives
for streaming have become available [33].

Along with income inequality, a second factor to address is
community structure. It is evident that social organization is
effective in curbing criminal enterprise. It enables the community
to identify strangers and prevent predatory behavior. Such
organization can be utilized to alleviate victimization online.
Simultaneously, informal social control can act as constraints for
potential delinquent behavior. Dong et al. propose technical
solutions that leverage such social control [18]. A first proposal is
to consider security as a club good, whereby a community of
systems (considered as a neighborhood) would monitor each other
for potential subversion, thus alleviating deviant behavior. The
second solution is to consider security as a common-pool
resource. Thus, patches available on an individual machine are
considered to be a common pool from which individual members
of the community, i.e. individual systems on a common network
can engender guardianship in the form of timely and consistent
updates.

Indicators of (security) guardianship are currently provided
without accounting for incentive misalignment. Website
certifications such as TRUSTe would thus be ineffective in the
absence of legislation that hold such certification bodies
accountable, e.g. through audits. Alternatively, guardianship for
the community could arguably engender from its peers. Thus,
technical solutions to peer produce security indicators should be
made available [10]. An example of this is the Web of Trust
plugin for web browsers. Simultaneously, the misuse of proven
signals by private enterprise may need to be regulated. The SSL
lock sign is an example of a signal that took years to be
successfully culturally embedded in the common consciousness.
However, its inappropriate usage by corporations such as Paypal
has arguably reduced its effectiveness.

Addressing cultural norms may appear to be a herculean task,
but it has been successfully achieved offline. For example, Iron
Eye Cody’s classic one-eyed tear has done much to alleviate the
problem of littering in United States. It is important, however, to
remember the limitations. Cultural values manifest inertia, and
thus change is often slow. It took decades to tackle littering, while
smoking is still being addressed. However, mediating cultural
imperatives may be possible through a new cyber security
doctrine, for example one grounded in analogies from public
health [39]. This includes providing education about the causes
and effects of insecurity, subsidizing security solutions both in
terms of access and affordability, and identifying those infected
with mandatory reporting requirements for specific incidences.

Initiatives such as STOP, THINK, CONNECT are
addressing education but need to be scaled. Further, their
methodology must be public and investigated with academic rigor
to enable us to learn from both potential failures as well as
successes. The practice of making anti-virus software free and
available by certain educational institutions can be extended to a
broader national policy to enable subsidized security. For
example, Germany recently initiated the Anti-Botnet-Advisory
Centre, whose goal was to identify zombies and subsequently

clean the infected machines. The need for mandatory reporting
was first acknowledged when California required companies to
report security breaches and has now been taken up by (at least)
forty-six US states.

Another potential solution is soliciting participation in open-
source projects, where individuals who do not have formal
training can learn through limited mentoring. This limited
mentoring would also expose individuals to social norms about
(un)desirable behavior outside of their immediate geographic
community. Nigerian scammers, on interaction with ICT
professionals from across the globe, may reconsider 419 scams.
Simultaneously, legitimate participation would prompt such
individuals to protect the resources they create. Finally,
contribution to open-source projects may allow them to explore
legitimate employment opportunities that would be less costly to
pursue with established work experience as well as professional
networks.

Finally, it would be a mistake to consider deterrence a
wasted effort and thereby ignore the impact of litigation and
enforcement. Becker proposes two apparently intuitive solutions.
First, the monetary worth of punishments should be equivalent to
the amount of damage (incidental as well as direct) caused by the
criminal activity. This amount should be adjusted for the
probability that the offender would evade detection or capture [5].
Second, the impact enforcement has can be improved by raising
the salaries of public enforcers as well as encouraging a regime of
private enforcers that are paid on a per enforcement basis [6]. An
example of such private enforcement has been seen in academic
investigations of the bug auctions markets [43], which has
resulted in arguably successful practical initiatives such as the
Google’s Vulnerability Reward program.

7. CONCLUSION

Why are individuals in certain countries more likely to
participate in cybercrime, either willingly as 419 scammers or
unwillingly as in botnets? Are they merely rational actors
choosing cybercrime when benefits outweigh costs? Or does the
lack of resources and, thus, limited opportunities in local markets
to support legal enterprise drive individuals? Alternatively,
cybercrime may not be a characteristic of individuals but rather a
function of jurisdictional dynamics. Cybercrime may also be
driven by the strain between culturally important goals and the
social structures that should facilitate such goals. It may be that
individuals in all countries are similarly criminally motivated
online, but only those with ample opportunity engage. Or is
cybercrime a function of lack of social support for legitimate
activity? Finally, cybercrime may be an artifact of either the
prevailing local culture or in turn that of countercultural
acceptance.

The argument to complement a narrow perspective of
rational choice is non-trivial, and particularly relevant to policy.
For example, a key argument, guided by rational choice, in
copyright infringement has been that as piracy rates increase,
offending individuals would spend less on legitimate media
consumption. But in fact observed behavior indicates irrationality,
as those who violate copyright more frequently also spend more
on purchasing music legitimately [33]. Arguably, then policies
such as SOPA would reduce economic activity by punishing those
who contribute most to the market. Since human behavior is not
strictly rational, policy prescriptions that are not adequately



accommodating could not only be rendered ineffective, but in fact
have adverse outcomes.

The solutions to cybercrime are contingent on the distinct
research threads available in criminological theories offline.
Depending on the nature of cybercrime activity, all may apply,
albeit to varying degrees. Technical solutions as well as policy
prescriptions must be similarly informed to be effective in the
long term. A first solution is to raise the cost of cybercrime.
Simultaneously, the entry barrier for legal enterprise must be
lowered. Existing legal enterprise must be discouraged from
displacement. Engagement in cybercrime should be discouraged
not just by law, but also alleviated culturally, for example through
public service campaigns. Legal punitive measures should be
complemented by community-based awareness campaigns, both to
decrease the acceptability of cybercrime as well as to enable,
acknowledge, and encourage legal enterprise.
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